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Abstract
Purpose – Information security policies (ISPs) are used by organizations to communicate rules on the use of
information systems (IS). Research studies show that compliance with the ISPs is not a straightforward issue
and that several factors influence individual behavior toward ISP compliance, such as security awareness or
individual perception of security threats. The purpose of this paper is to investigate the competencies
associated with users’ ISP compliance behavior.
Design/methodology/approach – In order to reveal the competencies that are associated with the users’
ISP compliance behavior, the authors systematically analyze the ISP compliance literature and the authors
develop an ISP compliance competency model. The authors then target to explore if IS users are equipped
with these competencies; to do so, the authors analyze professional competence models from various industry
sectors and compare the competencies that they include with the developed ISP compliance competencies.
Findings – The authors identify the competencies associated with ISP compliance and the authors provide
evidence on the lack of attention in information security responsibilities demonstrated in professional
competence frameworks.
Research limitations/implications – ISP compliance research has focused on identifying the antecedents
of ISP compliance behavior. The authors offer an ISP compliance competency model and guide researchers in
investigating the issue further by focusing on the professional competencies that are necessary for IS users.
Practical implications – The findings offer new contributions to practitioners by highlighting the lack of
attention on the information security responsibilities demonstrated in professional competence frameworks.
The paper also provides implications for the design of information security awareness programs and
information security management systems in organizations.
Originality/value – To the best of the authors’ knowledge, the paper is the first study that addresses ISP
compliance behavior from a professional competence perspective.
Keywords Competences, Information management, IT policy, Security
Paper type Research paper

1. Introduction
Organizations often rely on technical security solutions to protect themselves against
information security threats. However, employing only technical countermeasures appears
insufficient for eliminating information security risks; on the contrary, scholars are pointing
out that a combination of technical and organizational security controls is imperative
(Dhillon and Backhouse, 2001; Bulgurcu et al., 2010; D’Arcy and Herath, 2011; Siponen and
Vance, 2010). Toward this direction, information security policies (ISPs) compliance
research aims at strengthening the organizational aspect of information security by
understanding and revealing the factors that motivate individuals to comply with security
policies and guidelines.

ISP compliance research suggests that the information systems (IS) users make own
decisions in their everyday tasks about complying, or not complying, with ISPs in order to
protect IS resources. For example, Bulgurcu et al. (2010) use the neoclassical economics
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rational choice theory (Brennan and Moehler, 2010) and demonstrate that individuals make
rational decisions about complying (or not) with security policies, based on the perceived
benefits and costs of the compliance/non-compliance behavior (e.g. sanctions). Ng et al.
(2009) also advocate that end users make a conscious decision to comply (or not comply)
with ISPs, based on the way that they perceive benefits and barriers, own efficacy and other
parameters. In another example, scholars (Vance et al., 2012; Herath and Rao, 2009; Ifinedo,
2012; Siponen et al., 2010) use Protection motivation theory (Rogers, 1975, 1983) and show
that individuals make own assessments in threat situations in order to decide if they think
that it is necessary to take actions for protecting information assets by complying with the
security policy. In these assessments, people evaluate aspects related to the threat itself, and
also to the countermeasures that ISP enforces. Therefore, ISP literature suggests that
individuals do not comply blindly with ISPs, but instead they make own assessments and
decisions before performing a security behavior with regards to a security policy. However,
despite that research studies show that IS users perform own assessments with regards to
ISPs, we find no study in IS literature investigating if they are actually prepared to make
these assessments and take the associate decisions. In order to further examine this topic,
we focus on competence domain, which advocates that competences (i.e. knowledge, skills,
and attitudes) that guide human behavior. Therefore, we investigate if IS users actually hold
the necessary competencies for making those assessments and decide their security
behavior. Examining people’s competencies for improving security is also in line with recent
guidance given by information security governance frameworks; specifically, ISO 27001
(2013) requires that organizations should determine the necessary competencies of each
organizational member that affects the member’s information security performance.
Similarly, Padayachee (2012) argues that users’ motivation is determinant for ISP
compliance. Users’ competences (i.e. skills and knowledge to maintain security controls) are
a key factor which influences users’ motivation, thus affecting ISP compliance behavior.
Padayachee (2012) argues that the lack of competences is a factor that may result in an end
users’ failure to recognize the value of security measures. Nonetheless, the literature does
not provide any further guidance on the type of competencies that are needed for
information security or how to achieve them.

Our research objective is to explore if individuals requested to comply with ISPs are
competent to do so. In order to achieve this, we first ask “What competencies are necessary
for end users to guide their ISP compliance behavior?” Literature shows that there are
several antecedents of individuals’ decisions to comply or not with a security policy and
we examine what are the competencies associated with them. Additionally, we note that the
individuals who are requested to comply with a security policy commonly are professionals
in various industry sectors, e.g., human resources professionals, banking professionals,
accounting professionals, etc. Given that those are the people who are expected to possess
the above competences, we formulate our second research goal as to determine if “ISP
compliance competencies are integrated in professional competence frameworks?”

Our analysis leads us to argue that ISP compliance models indeed imply that individuals
should acquire security competencies for achieving the desired security behavior (i.e. ISP
compliance). We first examined the ISP compliance literature in order to reveal the
implications of ISP research for necessary competencies. This process revealed a number of
ISP compliance related competences that are either directly associated (e.g. information
security awareness) or implied (calculating perceived security threat probability). In order to
achieve our second research goal, we examined global professional competence frameworks
in various sectors so as to extract if those ISP compliance competencies are taken into
account. Based on our findings, professional competence models do not promote the ISP
compliance associated competencies. Further, our analysis shows that ISP compliance
literature focuses on the antecedents of security behaviors without examining the
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professional competences surrounding those antecedents. Our study offers new
contributions for research and practice, including future research directions and security
awareness and management implications.

The paper is structured as follows: the next section presents the theoretical background
on understanding competences and Section 3 provides a detailed analysis of ISP compliance
literature with regards to competencies. In Section 4, we describe the methodology used to
select professional competence frameworks, which we analyze with regards to the findings
of Section 3. In Section 5, we discuss our contributions and the research and practical
implications that may derive. Section 6 concludes the paper.

2. Background: competency and its effect on individual behavior
On an individual level, competency is used in multiple different disciplines to describe a
wide range of characteristics related to job performance (McClelland, 1973). Hereby, job
performance is commonly defined as “the total expected value to the organization of the
discrete behavioral episodes that an individual carries out over a standard period of time”
(Motowidlo, 2003, p. 53). Accordingly, job performance describes behaviors prescribed by
the role in the organization (Katz and Kahn, 1978). Thus, competency can be understood as
characteristics of an individual directly influencing the behavior. However, so far, no
consistent understanding of what these characteristics are and no consistent definition of
the term competency exist (Schippmann et al., 2000).

Accordingly, a variety of different approaches co-exist. Commonly, knowledge, skills and
abilities are included in these characteristics (Cheney et al., 1990; Winterton, 2009; Boyatzis,
1982). Additionally, other authors include aspects such as motives, traits or attitudes
(Spencer and Spencer, 1993) or define competency directly as actual behavior (Dalton, 1997).
Other authors address the lack of context specification (Sandberg, 2010) and the lack of
target orientation (Boyatzis, 1982). Based on an extensive literature review, Holtkamp et al.
(2014) define competency as a set of knowledge, skills and attitudes to solve a problem in a
given context. The often synonymously used term competence, they defined as single
instance of competency and accordingly as a specific knowledge item, skill or attitude
necessary to fulfill a single task in a given context. Hereby, knowledge addresses content or
technical information that is required to perform a job (Renck et al., 1969), skills refer
to psychomotor processes manifested in behaviors (Cheney et al., 1990), and abilities refer to
cognitive factors or behaviors that can be seen as the result of personal traits (Renck et al.,
1969). Accordingly, abilities are often also referred to as attitudes (Peppard andWard, 2004).

3. Developing an ISP compliance competency model based on ISP compliance
literature
3.1 Selecting the literature
We adopted the guidelines of Webster and Watson (2002) and Von Brocke et al. (2009) for a
systematic literature review. We targeted quantitative studies that identify determinant
factors of ISP compliance behavior published between 2005 and 2016. We used the
keywords “information security policy compliance,” “security policy violation,”
“antecedents,” “determinant factors,” “compliance behavior” and “compliance intention.”
Following the recommendations of Webster and Watson (2002), we began our investigation
with the leading journals of IS, i.e., European Journal of Information Systems,
Information Systems Journal, Information Systems Research, Journal of the AIS, Journal
of Information Technology, Journal of Management Information Systems, Journal of
Strategic Information Systems and Management Information Systems Quarterly. This
investigation led to the selection of nine articles. In sequence we noticed that these nine
articles referred to other ISP compliance models, so we went through their reference lists
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and found eight more articles that included quantitative ISP compliance models. Further, we
expanded our research to ACM digital library, Elsevier/ScienceDirect and EBSCOhost
(Business Source Premier) information systems and computer science databases using the
same keywords. We also searched publications from leading information systems
conference proceedings and specifically ICIS, ECIS, AMCIS, PACIS and MCIS, with the same
keywords. This led as to additionally include 14 articles. We also took into account the
recent systematic review of quantitative studies for ISP compliance by Sommestad et al.
(2014) which gave us an extra article to analyze.

3.2 Analyzing the ISP compliance literature
Our literature analysis aims to identify the determinant factors that studies include for
explaining and predicting ISP compliance behavior. For each of the identified factors, we
examined not only how researchers define them based on the construct definitions, but also
how they conceptualize them into their survey questions. Through this analysis we revealed
the knowledge, skills and attitudes that are implied behind those determinant factors, and
therefore the competencies hidden behind ISP compliance behavior and antecedents.
Our rationale is that ISP compliance behavior is determined by certain antecedents
(e.g. perceived severity of sanctions), and these antecedents are associated with certain
competencies, which have not been revealed by information security researchers. We
address this gap in this paper by revealing these competencies that are hidden in ISP
compliance behavior models.

3.3 Results of literature analysis: the hidden competencies behind ISP compliance
ISP compliance literature presents a rich spectrum of theoretical models explaining the
antecedents of individuals’ security compliance intention. Common factors identified to
determine compliance intention and/or behavior include subjective norms, self-efficacy,
response efficacy, response cost, perceived severity of sanctions, perceived certainty of
sanctions, perceived probability and perceived severity of security breach, habit and others.
In the literature, we can already find studies that summarize those factors (Sommestad et al.,
2014; Tsohou et al., 2015). However, what is missing from the literature and is interesting for
the purposes of our paper is to analyze the hidden competencies behind these factors.

Starting by the definition of competency, it is clear that it refers to characteristics of an
individual associated with his/her performance and refers to specific knowledge, skill or
attitudes necessary to fulfill a task belonging to the job (Winterton, 2009). Generally
speaking, ISPs request from individuals to perform certain tasks (e.g. locking computer
before leaving the desk, applying clear desk practices, selecting strong passwords, and
so on) and failure to complete these tasks may lead to sanctions. Therefore, the context itself
leads us to the conclusion that ISP compliance is associated with certain individuals’
competencies. In this section, we will demonstrate that ISP compliance theories also lead us
to the same conclusion. Lin and Kunnathur (2013) have made a first attempt to demonstrate
this argument and present a framework of end-user security competencies. In this section,
we elaborate on the antecedents of ISP compliance behavior, taking into account not only
the construct definition but also the understanding of each factor by analyzing the survey
instruments and associated questions. Using the outcomes of this analysis, we formulate the
basis for our competency framework.

3.3.1 Directly mentioned competencies. 3.3.1.1 Attitude toward compliance with the ISP.
We begin our presentation with the most obviously stated information security competence:
attitude toward ISP compliance. Bulgurcu et al. (2010) identifies this as a distinct construct
influencing individuals’ intention to comply and defines it as “the degree to which the
performance of the compliance behavior is positively valued.” The study measures the factor
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through the opinion of individuals regarding the need to comply with the requirements
of the ISP (i.e. necessary/unnecessary, beneficial/unbeneficial, important/unimportant and
useful/useless). Similarly, Aurigemma and Mattson (2014) and Al-Omari et al. (2012)
conceptualize attitude related to the person’s overall evaluation of desirability and positive
evaluation of implementing the ISP compliance behavior, expressed through questions
regarding how important, helpful, exciting and beneficial the security controls are.

We argue that attitude inclined toward compliance to ISP is a directly mentioned
competence. Competency definitions include attitude complementary to knowledge and
skills because competency is closely related to behavior; having the right skills, but the
wrong attitude does not lead to the expected behavior. An indicative competency associated
with this construct of ISP compliance models is an individual’s “positive attitude towards
security compliance.”

3.3.1.2 Information security awareness and training. Information security awareness has
been assumed (Yang et al., 2011) and validated as a determinant factor of ISP compliance
intention (Haeussinger and Kranz, 2013; D’Arcy et al., 2009; Bulgurcu et al., 2010; Talib and
Dhillon, 2015; Putri and Hovav, 2014; Al-Omari et al., 2012; Merhi and Midha, 2012), directly
or indirectly. Bulgurcu et al. (2010), Haeussinger and Kranz (2013) and Al-Omari et al. (2012)
differentiate two types of awareness: general security awareness and ISP awareness.
General security awareness involves an understanding of security threats and their
consequences, an understanding of concerns and risks, and knowledge about the cost of
potential security problems (Bulgurcu et al., 2010, p. 536). Equally, the lack of ISP knowledge
and understanding of ISP has been validated as a factor influencing intention to violate a
policy (Siponen and Vance, 2010). ISP awareness refers to knowledge and understanding of
ISP rules, as well as resulting responsibilities. D’Arcy et al. (2009) also examine ISP
awareness defined as awareness of ISP guidelines and rules. Therefore, we argue that both
types of awareness are directly mentioned competencies. Indicatively, these competencies
refer to an individual’s “knowledge of ISP rules” and “knowledge of the value of information
security for the organization.”

3.3.2 Implied competencies. 3.3.2.1 Perceived rewards/sanctions. Rewards, as an
antecedent of ISP compliance, are conceptualized as the perception of an employee for
pay raises, promotions, monetary rewards, or intangible rewards that may result from ISP
compliance (Bulgurcu et al., 2010). Similarly, sanctions as a construct is understood as the
perceived punishments, demotions, reprimands, monetary or non-monetary penalties and
other tangible or intangible sanctions that may result from ISP non-compliance (Bulgurcu
et al., 2010; Siponen and Vance, 2010; Kirsch and Boss, 2007). Therefore, research models
conceptualize both concepts as the understanding of an individual about the reward and
sanction associated with ISP compliance behavior. Literature shows that when individuals
are aware of punishments that will follow undesirable behaviors, they are less likely to
commit a deviant act (Chen et al., 2012). Vance and Siponen (2012) differentiate between
formal and informal sanctions upon ISP non-compliance and although they assumed a
significant correlation between sanctions and ISP compliance intention, their research did
not find support on this. Aurigemma and Mattson (2014) and Merhi and Ahluwalia (2014)
find significant relationship between both severity and certainty of sanctions and intention
to comply with ISP. Further research demonstrates that rewards are important for
promoting compliance behaviors (Chen et al., 2012; Kirsch and Boss, 2007).

We argue that there are competences hidden behind an individual’s understanding of
rewards and sanctions associated with ISP compliance, which is implied by the way the
constructs are measured. In particular, it implies that the individuals have the knowledge of
the ISP existence and content. Further, it implies that the individual has the ability to
understand which rule of the ISP applies every time and the ability to recognize which
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actions fall under the ISP. As an indicative example, we may consider an ISP that forbids
employees to perform any illegal activities within the organizational network or through the
organizational IT devices. Now let us consider an employee who aims to install a torrent
client in a work laptop. For the employee to realize that a sanction would be connected with
installing the torrent client, the employee should not only have the knowledge of the ISP rule
(i.e. knowledge), but also she(he) should possess the ability (i.e. skills) to identify that the
torrent installation is an illegal activity through organizational IT devices.

3.3.2.2 Self-efficacy. ISP research validates that perceived self-efficacy is a determinant
factor for ISP compliance intention; when individuals are requested to use a specific
safeguard (e.g. an antivirus software), they evaluate their own ability to use the safeguard.
Self-efficacy refers to the individual’s belief regarding how easy it would be for them to use
the security control, how effortless, and how convenient it will be ( Johnston and Warkentin,
2010; Johnston et al., 2015; Wall et al., 2013; Al-Omari et al., 2012). Additionally, earlier
models like Kirsch and Boss (2007) verify that computer self-efficacy determines if
individuals will adopt security controls to protect information assets. Computer self-efficacy
in that study means that the individual needs help by another person in order to complete
their job using a software package used for the purposes of the study.

We argue that this construct also implies that applying the ISP requires the user to possess
certain knowledge and skills for using the associated control. As an indicative example, we may
consider an ISP that obliges employees to encrypt any file that includes personal data before
sending it via e-mail to anyone. Self-efficacy in this example means that the employee should
assess her own knowledge regarding the use of encryption tools. The employee should also
assess her own ability to recognize a file that should be sent encrypted from another file that
should be sent unencrypted (i.e. a file that contains personal data from a file that does not contain
personal data). An indicative implied competency, thus, is not only an individual’s “knowledge
for applying encryption,” but also “the ability to recognize when a file contains personal data.”

3.3.2.3 Perceived cost of compliance/perceived benefit of compliance. Researchers
identify perceived cost and benefit of compliance as two factors influencing ISP compliance
behavior (Vance et al., 2012; Ifinedo, 2012; Bulgurcu et al., 2010). This means that ISP
compliance behavior is associated with how individuals assess the cost and benefit of
compliance. For example, Bulgurcu et al. (2010) measure the benefit as the individual’s
perception of compliance bring advantages, benefits, gains and being favorable. The cost is
measured as the individual’s perception of compliance as time consuming, overhead loading,
inconvenient, burdensome and costly for him/her (Bulgurcu et al., 2010; Vance et al., 2012;
Ifinedo, 2012; Putri and Hovav, 2014). Work inconvenience (Bulgurcu et al., 2010) sometimes
is even differentiated from the other cost implications. Further, Vance et al. (2012) discuss
the role of rewards as perceived time savings.

We argue that assessing the costs and benefits of compliance implies that the individual
has a certain set of skills that allow him/her to perform such assessments. As an example,
we can consider the case of an ISP that obliges employees to enable a VPN connection when
using the internet from organizational IT devices outside the company. Let us also assume
that the rule is not technically enforced (thus an employee can still use online services
without VPN connection). According to ISP compliance models, the employee will evaluate if
connecting through VPN creates a large overhead and inconvenience to her, and what
would be the benefit from complying with the rule, before deciding if she(he) will comply
with the ISP. This implies that the employee not only has the “ability to assess when and for
what reasons to set a VPN connection” but also “the ability to evaluate the burden created
by setting up the VPN connection.”

3.3.2.4 Perceived severity and perceived certainty of sanctions. Sanctions are associated
not only with the knowledge of their existence (i.e. if users know the sanctions that will be
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enforced in case on ISP non-compliance), but also with personal assessments regarding
sanctions’ certainty and severity ( Johnston et al., 2015; Aurigemma and Mattson, 2014;
Merhi and Ahluwalia, 2014; Li et al., 2010). Further, the type of the sanctions ( formal or
informal) is associated with ISP compliance behavior. Similarly to the previous constructs,
we argue that this construct implies that employees should possess competencies related to
understanding the probability and certainty of sanctions. As an indicative example, we can
imagine an ISP that forbids employees to use social media during working hours. Let us
imagine the situation in which an employee considers to post a message on Facebook using
a work laptop, a work desktop computer, a personal tablet, or a personal smartphone. First,
the employee would need to understand which one of the above cases is a violation of the
ISP. For example, is the behavior of posting a message on Facebook through personal
smartphone and own mobile data bandwidth a violation of the ISP? Second, the employee
would need to assess what is the probability that the organization would find out about the
violation for each case and whether the sanction would be different depending on the case.

3.3.2.5 Perceived threat probability, vulnerability and severity of security breach. ISP
literature demonstrates that individuals’ intention to conform to an ISP depends on their
own risk assessment of the threat and vulnerability associated to a particular control
( Johnston and Warkentin, 2010; Putri and Hovav, 2014). Assessing threat severity means
that the individual estimates if the threat would be severe, serious and significant for a
particular IT asset.

Perhaps, this is the most striking example of ISP compliance determinants related to
competencies. Assessing threat probability means that the individual makes an estimation of
how likely and probable it is that the particular IT asset would be the target of a threat. We
argue that assessing the threat probability and severity implies that the IS users have certain
skills that allow them to do so. For example, we may consider an ISP that obliges IT
administrators to keep a daily data backup in a different location than the computer room.
The IT administrator would assess the possibility of a fire or a flooding, before complying
with the rule. Our argument is that this involves skills that should be fostered through threat
appraisal training, i.e., “training to empower employees to be able to assess threats,
understand threats severity as well as the likelihood of its occurring” (Merhi andMidha, 2012).

3.3.2.6 Response efficacy. Behavioral models validate that SI users’ judgment of the ISP
is influential for their compliance behavior. In particular, policy efficacy has been identified
as a determinant factor of ISP compliance intention and refers to the individuals’ assessment
about the effectiveness of a control against a security threat ( Johnston andWarkentin, 2010;
Johnston et al., 2015; Putri and Hovav, 2014). As an example, we may consider an ISP that
enforces password protection on any USB storing organizational information. Let us
imagine a manager who has heard many stories about how easy it is for an expert attacker
to overpass a password. According to the ISP compliance models in the literature, the
manager will be inclined toward incompliance to the ISP because she(he) perceives that
the particular security control is not efficient (i.e. perceived weak control efficacy). However,
the company may have enforced the particular control in the ISP in order to reduce the risk
of accidental data disclosure, and not the intentional data disclosure following an attack by
a knowledgeable expert. Thus, response efficacy implies that individuals have the “ability to
evaluate the effectiveness of security controls” in particular contexts/situations.

3.4 A proposed ISP compliance competency model
Following our analysis of the ISP compliance literature, we can conclude that scholars reveal
the antecedents of ISP compliance behavior. Whether IS users will comply with ISPs is
affected by numerous factors, including how they assess a security threat severity,
how they estimate their own efficacy in applying the recommended security controls,
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the existence of habits and other factors. Through our analysis of the ISP compliance
models, we can recognize specific antecedents of ISP compliance behavior that either
constitute a professional competence themselves (direct competences) or imply a hidden
competence for the IS user (implied competences). Based on our analysis, we develop an ISP
compliance competence model presented in Table I. Table I also presents the associated
antecedents in ISP literature and their descriptions.

We argue that an expression of the associated competencies requires further investigation
using empirical data in organizational settings and variety of ISPs. The utilization of

Competence
dimension

ISP compliance
factor Description of competence References

Attitudes Attitude
toward ISP
compliance

Personal stance against ISP
compliance

Bulgurcu et al. (2010), Aurigemma
and Mattson (2014), Al-Omari et al.
(2012)

Skills Perceived
rewards

The individual’s personal assessment
of perceived time savings

Vance et al. (2012)

Perceived cost The individual’s personal assessment
of the time, overhead, inconvenience,
work impediment, burden resulting
from compliance behavior

Vance et al. (2012), Ifinedo (2012),
Bulgurcu et al. (2010), Putri and
Hovav (2014)

Perceived
benefit

The individual’s personal assessment
of the gains, advantages, and
benefits, resulting from compliance
behavior

Bulgurcu et al. (2010)

Perceived threat
probability and
severity

The individual’s personal assessment
of the threat likelihood, severity and
vulnerability levels

Johnston and Warkentin (2010),
Johnston et al. (2015), Putri and Hovav
(2014), Merhi and Midha (2012)

Perceived
control efficacy

The individual’s personal assessment
of the effectiveness of the control for
protecting against a threat

Johnston and Warkentin (2010),
Johnston et al. (2015), Putri and Hovav
(2014)

Perceived
severity and
certainty of
sanctions

The individual’s personal assessment
of the likelihood that sanctions will be
applied in case of incompliance, the
speed of the enforcement and the
severity of them

Johnston et al. (2015), Chen et al.
(2012), Aurigemma and Mattson
(2014), Merhi and Ahluwalia (2014),
Li et al. (2010)

Perceived
self-efficacy

Skills that allow using a certain
information security control or
technology

Johnston and Warkentin (2010),
Johnston et al. (2015), Kirsch and Boss
(2007), Al-Omari et al. (2012)

Knowledge General security
awareness

Knowledge about the cost of potential
security problems

Bulgurcu et al. (2010), Haeussinger and
Kranz (2013), Al-Omari et al. (2012)

ISP awareness Knowledge and understanding of ISP
rules

Bulgurcu et al. (2010), Haeussinger
and Kranz (2013), D’Arcy et al. (2009),
Siponen and Vance (2010), Yang et al.
(2011), Talib and Dhillon (2015), Putri
and Hovav (2014), Al-Omari et al.
(2012), Merhi and Midha (2012)

Perceived
self-efficacy

Knowledge that allows using a
certain information security control
or computers

Johnston and Warkentin (2010),
Johnston et al. (2015), Kirsch
and Boss (2007)

Perceived
rewards

Knowledge of monetary or other
rewards given by the organization in
case of compliance

Bulgurcu et al. (2010), Chen et al.
(2012), Kirsch and Boss (2007)

Perceived
sanctions

Knowledge of monetary or other
sanctions given by the organization
in case of non-compliance

Bulgurcu et al. (2010), Chen et al.
(2012), Kirsch and Boss (2007)

Table I.
Competences in ISP
compliance models
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competence theories would also be encouraged (see Section 5.1) for proposing a complete
competency model. Nonetheless, we describe in Table II a set of indicative competencies that
derive from the analysis of the literature.

It is worth mentioning that Table I presents the research constructs as found in the ISP
compliance literature and Table II presents indicative examples of competencies. One
observation is that the respective competencies are also safeguard specific (e.g. ability to
assess the efficacy of antivirus, knowledge of smartcard usage for authorization, ability to
assess the burden resulting from mobile device locking and tracking). For example, an
employee requires different knowledge and skills in order to assess the level of a network
intrusion threat (i.e. perceived threat probability and severity) compared to the knowledge
and skills required to assess the level of a social engineering threat. This has been properly
highlighted in the literature by Siponen and Vance (2010), who manipulated their survey
with regards to three safeguard scenarios (i.e. USB drive protection, workstation logout, and
password protection). Perhaps, the most striking example on the importance of this remark
refers to the self-efficacy factor. Self-efficacy refers to the individual’s belief on how easy it
would be for them to use the safeguard, how effortless, and how convenient it will be. If we
imagine the multitude of safeguards that an ISP includes, we can understand that
knowledge and skills that are hidden behind self-efficacy are safeguard specific.

4. An analysis of competence frameworks with “an eye” on ISP compliance
competencies
4.1 Selecting the frameworks
Our research proceeds with identifying the extent to which the competencies underlying
commonly used models for security compliance are taken up in practice. To do so, we
analyzed the extent to which the competencies that we revealed (Table I) are represented
in professional competency frameworks. A vast amount of different competency
frameworks in organizational, industry sectorial and profession-level practice and
literature can be found. To ensure a rigorous selection and exclude company/industry
specific regulations, we focused on professional-level competence frameworks.
Furthermore, to exclude national and cultural aspects, we focused only on competence
frameworks published by international associations. We focused on professions that
commonly entail high IT usage without, however, being IT professionals. In total, eight
different competence frameworks were analyzed. These frameworks address competency
requirements for project management, human resource management, facility
management, accounting, and administration professionals. As our analysis proceeded
(see the next section), the eight competence frameworks provided a very coherent picture
and no big differences, while no new findings are expected from additional frameworks,

Competence dimension Indicative competencies

Attitudes Positive attitude toward security compliance
Skills Ability to assess the situations in which ISP rules apply

Ability to assess own knowledge for applying security controls
Ability to assess burden from security controls
Ability to assess the benefits of security controls
Ability to assess security threat likelihood, threat severity and vulnerability
Ability to evaluate the effectiveness of security controls
Ability to assess the probability and severity of sanctions

Knowledge Knowledge about the cost of potential security problems
Knowledge of ISP rules
Knowledge of applying a security control

Table II.
An indicative ISP

compliance
competence model
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i.e., saturation. For this reason, the eight frameworks that we analyzed were considered as
sufficient evidence for our research goals. For the detailed analysis, please see Table AI.
Next, we provide a description of the findings.

4.2 An analysis of the frameworks: IT and security competences
Project management frameworks include some competences that are associated with IT
knowledge and skills. For example, Project Management Competency Framework
(PMCF, 2007) suggests that project management professionals should be able to select
tools for communication and tools for project management. The framework also
incorporates competencies for the appropriate use of information sources. Finally, it
recommends that professionals should insist on compliance with processes, procedures and
policies. The Framework by the Association for Project Management incorporates a more
detailed analysis of IT-related competences for project managers, including the knowledge
of tools and techniques to perform project management activities (e.g. scheduling, budgeting
and others), as well as for stakeholders’ communication. In several cases, the framework
includes competencies regarding specific technologies, such as budget tracking systems,
network diagrams for resource planning, and scheduling tools.

Human resources frameworks incorporate several competencies that are directly
associated with technology and IT. For example, the framework by the Society for Human
Resource Management (SHRM, 2012) includes the competence to maintain up-to-date
knowledge of human resources technology, to use human resources IT systems, to use
analytic tools for data gathering and analysis and to utilize social media systems. Also, it
involves competencies that imply the use of technology, such as providing clear information
in electronic communication. The framework by the Human Resources Professionals
Association (HRPA, 2014) recognizes technological savvy (i.e. making use of various
technologies to best advantage, seeing the possibilities in emerging technologies and
managing the implementation of new technologies) as an enabling competency across all
human resources functions. HRPA (2014) includes also other IT-related competences, such
as identifying risks associated with technological forces and using human resources tools
for maintaining information.

Facility management associations have also published competency frameworks to
diffuse global facility management practices and assist professionals’ self-assessment for
certifications. The International Facility Management Association (IFMA, 2016) holds a
competency framework designed for the IFMA’s certification process for facility managers
covering eleven competencies. IFMA (2016) reveals significant emphasis on information
technology competencies. Not only the framework does identify several IT-related
competences, such as the competency to collect, verify, analyze and report facility
management data, but also dedicates one competency regarding technology, which covers
the use and application of technology for facility management.

The International Association of Facilitators (IAF, 2015) promotes six competency areas
including limited and indirect references to information technology skills, knowledge and
attitudes. Specifically, it only refers to the competence of identifying information associated
with the tasks in question and drawing out data.

The International Association for Administrative Professionals (IAAP, 2016) provides a
set of competencies comprising seven domains also associated with a relevant professional
certification. The framework identifies several IT-related competencies, such as the
knowledge of software applications for business documents and spreadsheets, the
knowledge of software that is appropriate for office design and publishing, online tools for
web publishing, and software applications that are appropriate for compiling, storing and
analyzing data. Additionally, it covers knowledge on the use of e-mail, social media and
internet, as well as knowledge of software, systems and services for electronic filing.
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In addition to IT competencies, we were also interested in identifying competencies
included in the professional frameworks that relate to information security. In particular, we
were interested in identifying any competencies that are related to our proposed ISP
compliance competency model (depicted in Table I). For only few cases we found such
competencies, and in other cases we identified competencies that could be associated with
information security. The Competency Model by the Society for Human Resource
Management (SHRM, 2012) is a competency model on Ethical Practice; individuals at
the highest level of proficiency on this competency are expected to “Create processes to
ensure confidentiality and privacy of employee information and company data.” In most
cases, the competency frameworks included knowledge, skills or attitudes associated with
the development and application of organizational processes, procedures and policies
(PMCF, 2007; SHRM, 2012; HRPA, 2014). In that sense, we can assume that those
competencies may also refer to ISPs, although they are not information security specific
ones. A striking example covering significant competencies on information security is the
IFMA (2016) framework, which includes several performances associated to information
security, such as the performance of securing technology systems and services, and
the selection of security measures that meet the facilities’ needs. In terms of ISP compliance
though, the competencies are again limited to performances associated to the compliance
with codes, regulations, policies and standards. IAAP (2016) also includes competencies
associated to organizational information security expected by administration professionals,
such as knowledge of security procedures involved in maintaining, backing up, and storing
information, and the skill to identify and describe the appropriate security for both
electronic and manual files.

Next, we summarize our findings from the analysis of the professional competency
models and we discuss their implications.

5. ISP compliance competencies: new contributions for research and practice
In order to explore what are the necessary competencies for ISP compliance, we analyzed
existing ISP compliance theories and determined an ISP compliance competency model.
The IS stakeholders that are required to comply with ISPs are individuals of various
professions and organizational roles. Therefore, one would expect that professional
competence frameworks would promote IT and ISP compliance competencies. In order to
explore if competency frameworks do so, we analyzed recognized competence schemes with
the “eye” to IT and security competences. Our findings indicate the existence of a research
and practice gap: on the one hand, ISP compliance research implies that IS users perform
activities that require certain competencies, but on the other hand competency frameworks
in various professions do not promote those ISP compliance competencies. IS literature also
lacks studies explaining what are the information security competencies that non-IT
personnel should acquire. Therefore, our findings offer new contributions and implications
for research and practice, which we analyze next in detail.

5.1 Research contributions and implications
The analysis of ISP compliance research shows that the majority of research models and
theories implicitly assume a set of competencies. However, these competencies are not
addressed, or are just rudimentary addressed, by existing professional competency
frameworks. Accordingly, the underlying competencies are not reflected in the competency
organizational management processes, and especially in the main sources that organizations
use to determine necessary personnel competences—that is the professional competency
models. Following this, further research is needed to analyze ISP compliance from a
competence perspective.
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As our findings of the literature review demonstrate, ISP compliance theories commonly
have implicit assumptions for competencies and Table II presents indicative examples of
such competencies. Further research exploration is necessary on the theoretical
foundations that can help researchers better understand the competencies that are
involved in ISP compliance behavior. Understanding the underlying competencies
holistically (i.e. knowledge, skills and attitudes) may become the key in dealing with the
knowing-doing gap that has been widely reported by researchers and practitioners (Martin,
2014; Pfeffer and Sutton, 1999). The knowing-doing gap refers to the situation in which
individuals know what they are supposed to do, but do not turn this knowledge into
action/behavior. One recommendation toward this direction is the utilization of the
competence performance theory (CPT) (Korossy, 1997, 1999). CPT describes how a set of
competencies is directly related to a task. According to the theory, competencies directly
affect the performance of individuals and their behavior. Performance refers to the
empirically observable solution behavior on certain given problems. Competencies are
the theoretically founded entities accounting for the observable solution behavior. CPT calls
the formal mathematical representations of performances as performance space, the
competencies as competence space, and tasks as task space. Based on CPT, top
management should connect a competence space with a task space. The theory assumes
that an individual who has the competencies in the competence space can perform the task
in the associated task space. Therefore, further research using CPT can offer significant
insights on how the competencies that we identified in the ISP compliance competency
model (Table I) affect the security behavior of individuals. This can be achieved by defining
both competence space and task space, associated with the ISP compliance behavior that is
expected by employees.

Furthermore, any competency framework requires to be aligned with organizational
structure and organizational roles. Following the identification of the relevant and
underlying competencies of ISP compliance, another important aspect for further research is
to identify factors which are associated with the different roles within an organization. It can
be expected that different roles and positions in an organization require different security
competencies. Such analysis would be highly valuable for the different professional
competences because it can result in the refinement of competency frameworks with the
security competences that are necessary in today’s organizations, where IS are used in the
everyday work practices.

Another relevant future research aspect is the analysis of reasons behind the lack of
security-related competences in the competency frameworks. The lack of security
competences in the analyzed frameworks is surprising, as the security threats related to
human behaviors are increasing drastically for organizations and their business. Furthermore,
the role of the IS users with today’s modern technologies and blending of personal/
professional tasks is becoming increasingly more significant. The important question to
answer by further research is whether the lack of these competencies is rooted in the lack of
awareness of the importance of security compliance, or on a lack of perceived importance, or
on the lack of understanding how security compliance can be reached, or other reasons.

5.2 Managerial and practice contributions and implications
This paper and the findings of our research can offer significant contributions for
information security managers, and particularly for the development of security awareness
and training programs in organizations. Awareness and training programs are widely used
to make IS stakeholders aware of security issues and policies, while training sessions
enhance the development of security skills and competences. (ENISA, 2010; NIST 800-50,
2003). There are available guides focusing on the design, implementation and evaluation
processes, as well as the security content and communication mechanisms to be used within
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awareness and training programs. However, literature misses a systematic way to
plan awareness and training programs based on targeted behavior and expected results.
Information security awareness has been associated with altering and guiding individual
behavior (Chen et al., 2006; Parsons et al., 2014; Puhakainen and Siponen, 2010), and for
empowering the end users with knowledge and skills that strengthen their motivation to
comply with ISPs (Padayachee, 2012). Nonetheless, research is needed to determine the
connection of how awareness initiatives will actually result to changes in security behavior
(Tsohou et al., 2015). We argue that the competencies behind ISP compliance are the key for
addressing this gap. Information security managers can define the ISP compliance
competencies that are desirable; knowing what the desirable competencies can assist the
awareness and training developers to make justified and targeted decisions, such as
security content, delivery channels, group segregation, and so on. Toward this direction, in
this paper, we provide an indicative set of ISP compliance competencies (Table II).
Information security awareness initiatives would be important for stimulating end users’
attitudes, while information security training can offer security behavior specific knowledge
and skills to improve targeted antecedents of ISP compliance behaviors, such as
self-efficacy. Our study urges information security managers to design control-specific
information security awareness and training programs instead of generic ones which is the
common practice nowadays. In light of our findings, information security managers can
be guided for the contents of awareness and training programs. For example, one of the
competencies that we identify in Table II is the “Ability to assess own knowledge for
applying security controls.” Thus, we recommend information security managers to
strengthen employees’ understanding of their own knowledge to apply a particular security
control. This could be performed via self-assessment methods or other forms of periodic
tests. By adopting such practices, managers would ensure that individuals do not
underestimate or overestimate their ability to apply a particular security control, which
would lead them to incorrect decisions regarding ISP compliance.

Our findings can also assist information security managers, aiming to apply
recommended best practices for information security governance or to conform to
international standards and become certified for security management processes. ISO 27001
(2013) requests that organizations determine the necessary competences of employees that
affect their information security performance. ISO 27002 (2013) requests organizations to
make sure that individuals appointed with responsibilities in the information security area
are actually competent to fulfill those responsibilities. Our findings from analyzing
professional competence models suggest that there is a lack of organizational management
knowledge in this area and we provide directions for future actions that can assist
bridging this gap.

Further, information security risk assessment is a common practice nowadays for
determining information security requirements in an organization (E&Y, 2015; ISO 27005,
2011). During risk assessment, it is imperative that the risk analysts receive the views of all
organizational members and interested parties as an important input in order to determine
threat and vulnerability levels and perform impact assessments. Our analysis shows that
the competencies associated with individuals’ perceived threat probability and severity are
largely unknown. Gaining an understanding on this aspect and taking actions to ensure that
individuals can acquire these necessary competencies can enhance the effectiveness of
information security risk assessments for determining security requirements of IS.

6. Conclusions
ISP compliance has received great attention by organizations, especially given that
information security breaches caused by human threats are common. In today’s
consumerization era, in which personal and professional IT of end users are blended
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(Gannon, 2013), the end users have a strong role in protecting information security in
organizations. A wide stream of research explains individual behavior with regards to ISP
compliance and identifies the factors that influence compliance and non-compliance
behaviors. In this paper, we take into account these factors and we reveal what
competencies are associated with users’ decisions about complying or not with a security
policy. Based on our analysis, we also offer an indicative ISP compliance competency
framework. Having those competencies identified, we also examined if top management had
paid attention to those competencies when shaping the profile of their employees in the
various professions.

We selected eight professional competence frameworks, with criterion to be published by
international associations covering different professions, including project management,
human resource management, facility management, accounting, and administration
professionals. We focused on professions which commonly have a high IT usage without
being IT professionals. Our findings suggest that, on the one hand, ISP compliance theories
imply that users perform activities that require certain competencies, but on the other hand,
professional competence frameworks do not recommend those competencies. We argue that
this is an important research and practical gap with significant implications and we offer
directions for future research that can guide managers toward improving their information
security awareness programs and information security management systems.
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